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Perguntas

1. Esse assunto é relevante para vocés?

2. Tem IPv4 valido sobrando para atender? SEM CGNAT
3. Quem esta fazendo CGNAT?

4, Vocé se sente a vontade para experimentar e implementar IPv6?

5. Quem ja esta fazendo peering e recebendo IPV6 na Borda BGP?

6. Quem jatem IPv6 implementado em clientes ou em piloto?
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Esgotamento no LACNIC

Politica implemetada em 2011 com 3 fases:
 FASE 1 “Estoque” /9 — Mai 2014
 FASE 2 “Estoque” /10 — jun 2014 (esgotamento)
 FASE 3 (atual) — Jan 2017

« Alocacao inicial somente (/24 a /122)

Previsdo atual de esgotamento: Jan/2020

Ricardo Patara (NIC.br)
... Panorama do esgotamento do IPv4 e implantagao do IPv6 na Internet
¢ 10anos.ipv6.br - Out/2018



Google IPv6 Country Rank

Per-country ranking table based on data from Google |Pvé Statistics page.

# Country Adoption Latency Impact
1 i1 Belgium 53.78% Oms -0.01%
2 Germany 40.59% Oms -0.0%
3 i= Greece 36.44% -140ms -0.05%
4 &S United States 34.62% Oms 0.01%
5 == India 32.9% -10ms -0.05%
6 == Malaysia 31.49% -40ms -0.04%
7 == Uruguay 30.57% -480ms -0.03%
8 B Switzerland 28.91% Oms 0.0%
9 = Luxembourg 28.1% Oms -0.02%
10 e Japan 27.09% Oms 0.0%
11 Brazil 26.45% -50ms 0.08%
12 Ea Vietnam 24.9% Oms 0.01%
13 == Estonia 23.87% -10ms -0.01%
14 Il France 23.83% Oms 0.0%
15 I:1 Mexico 22.21% -30ms 0.0%
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https://www.aelius.com/njh/google-ipv6/



Display global data @

World | Africa | Asia | America | Europe | Oceania

Brazil b S
IPv6 Deployment: 47.52% (Prefixes : 39.81% | Transit AS : 67.92% | Content : 62.82% | Users : 26.4%) t

Relative Index: 7.2 out of 10

’
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http://6lab.cisco.com/stats/
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Brazil

Display Content Data @
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“O dado que é publico é que a rede da VIVO como um todo somando todos
0s produtos é em torno de quase 50% de trafego IPv6. Na movel ele € ainda

mais concetrado” ... “esta em torno de 70%".
“O Nat64 passa a fazer sentido quando ele passa da metade, pois passamos
a economizar efetivamente”

Fabio Scartoni (Vivo)
Painel: Desafios da implantacéo do IPv6 e desligamento do IPv4
Forum Brasileiro de IPv6 — 09.10.2018

]
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https://10anos.ipv6.br/



Problemas conhecidos do CGNAT

* On-line gaming
* Video streaming (Netflix, Hulu, ...)
* |IP cameras
» Security
* BitTorrent/Limewire (seeding — uploading)
* Port forwarding (Surveillance, Home-Automation)
* VoIP
« UPnP-1GD (Universal Plug & Play - Internet Gateway Device protocol)
* NAT-PMP (NAT Port Mapping Protocol)
» Other NAT Traversal mechs
* AJAX (Asyncronous Javascript And XML)
* FTP (big files)
* Tunnels, VPN, IPsec, ...
ol https://conference.apnic.net/46/
o Tutorial 6-13 de Setembro: IPv6-only transition with demo



https://conference.apnic.net/46/

Esforcos ja adiantados para concluir as ultimas
pendencias praticas

Game over IPv4:

a necessidade

do IPv6 para o futuro
dos jogos online

Eduardo Barasal Morales, Analista de Projetos da NIC.br

CCCCC
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SR

Nov/2018 Society

* Trusted Systems, loT & IPv6
« |IPv6, NTP, Routing Security & IoT
* |IPv6, TLS, DNS Privacy & Other Crypto

https://www.internetsociety.orqg/issues/ipv6/

sl baljiy
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Key Takeaway — No one size fits all
Multiple technology adoption scenarios

@ IPv6 enabled

IPv4 address pool

; IPv6 Internet
: (IPv6 only transport

endpoints exhausted %viable from a market
~_IPv4 enabled New end-systems deployment (handset/RG) éperspective
endpoints ; _ :
Dual-Stack . IPv6 only endpoints
 technically viable
deployment
\\\4
*6rd introduction NAT46
Large Scale NAT
(LSN) introduction
time
= Preserve IPv4, Prepare and Prosper with IPv6
]
cleee = Remember: IPv6 Makes IPv4 network with NAT44 works better
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Takeaway — No one size fits all

Multiple technology adoption scenarios

@8 Pv6 enabled
endpoints

- IPv4 enabled
endpoints

Large Scale NAT
(LSN) introduction
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IPv4 address pool
exhausted

New end-systems deployment (handset/RG)

perspective

Dual-Stack | IPV6 only endpoints
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*6rd introduction

= Preserve seu IPv4, Prepare e Prospere com IPv6
= | EMBRE-SE: IPv6 torna arede IPv4 com NAT44 muito melhor
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Qual parte do backbone precisa fornecer

transito IPv6 ?
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TOPOLOGIA LOGICA DO LAB ( 'h\
\ =179.160.44.52 | 28 |net
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Instrutores NetAcademy
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Partindo de um Ambiente IPv4 Only
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Partindo de um Ambiente IPv4 Only
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Mais informacoes

=>» Tutorial NIC.br
Como ir do IPv4 para o IPv6, passando pelo CGNAT e NAT64.
https://tutoriais.semanainfrabr.nic.br/2018/

=>» Canal ISP.Express
https://isp.express/

=» Cursos e Eventos NIC.br
http://ipv6.br/

=» Estatisticas IPv6 - CISCO

olab.cisco.com/stats/

=» IPv6 Country Rank

https://www.aelius.com/njh/google-ipv6/
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Resumo oferta CISCO para o seu Cliente

« Servigco de Conectividade: (Infra do provedor)

v
v

Internet (Rede Metro, BNG, BGP, DWDM etc) *
LAN to LAN (MPLS, VPWS, SR) l
SD-WAN — Meraki e Viptela

Datacenter (Backup)

« Servicos gerenciados: (Infra do Cliente)

]
CIsco

Residencial: Umbrela (DNS, Ransomware, BotNet, Parental Control)
Corporativa: Umbrela, Firewal UTM (Meraki/ASA), Anti-DDoS, EndPoint(AMP),
Simple IT Dashboard: Meraki (Seguranca, Cameras, WiFi, Rede)

Managed Service: Find-IT SMB

Colaboration (Voz, Video, Conferencia, EaD)

HotSpots e Monetizacdo de HotSpots
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? Case Funcional :: Topologia Anterior
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? Case Funcional :: Topologia Atual

DPERADORA 1 DPER.&DDRA 2
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Resource /

2nd Generation QFP: 20 Packet Buffer
Gbps Forwarding & Memory (4G)
Feature processing

ASR1001-X
Mgmt Console CPU
Oversub TCAM4 usB ENET | and Aux Memory
DDR3 (10 Mbit)
DDR3
Stratum-3E
Network
clock circuit
Buffer, queue, s nvram
< Bootdisk
Boot Flash
(OBFL,...)
egrated
Integrated Crypto
0 ol Pla

SIP & Enet I/O

Subsystem Encryption

Coprocessor
8G Crypto
Suite-B

NIM  SPA

Solid State Drive
200G or 400G

PCle 1G
SPA Control
SPA

Optionally in NIM

] Slot Bus
CISCO

f— Other
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Lab 1:
Partindo de um Ambiente
IPv4 Only
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EQUIPAMENTOS DO LAB C.-\
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Partindo de um Ambiente IPv4 Only
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CONFIGURACAO DO POOL PPPoE CGNAT - BNG SR 1001-X

interface Virtual-Template10

mtu 1480

ip unnumbered Loopback10

no ip unreachables

No Ip proxy-arp

Ip nat inside

no ipv6 nd ra suppress

peer default ip address pool v4dcgn-pooll
ppp authentication chap pap calin

ppp ipcp dns 8.8.8.8 8.8.4.4

Ip local pool v4cgn-pooll 100.64.20.10 100.64.20.110

I Ila

il
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CONFIGURACAO CGNAT - BNG SR 1001-X

ip nat settings mode cgn

access-list 1 permit 100.64.20.0 0.0.0.255

ip nat pool POOL_CGNAT 179.150.55.106 179.150.55.106 prefix-length 28
ip nat inside source list 1 pool POOL_CGNAT

Ip nat settings pap bpa set—size 512 step-size 8

Proporcéo de Traducao x alocacao de portas

1 IP Valido == > 100 Ips de CGNAT = 512 portas

Ip nat log translations flow-export v9 udp destination 192.168.10.16 2055

il
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Passo 1:
Preparando o Backbone IPv6

IPv6 sobre PPPoE
Dual Stack CGNAT

lllllllll
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Qual parte do backbone precisa fornecer
transito IPv6 ?
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Qual parte do backbone precisa fornecer

transito IPv6 ?
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CONFIGURACAO DE INTERFACES E POOL PPPoE IPv6 - BNG

BGPv6 SR 1001-X
interface GigabitEthernet0/0/1

description BGP_ISR2900

ip address 172.31.200.2 255.255.255.0
ip nat outside

negotiation auto

ipv6 address 2804:414:1004:5::1/64
ipv6 enable

router bgp 65500

bgp router-id 172.31.200.2

bgp log-neighbor-changes

neighbor 2804:414:1004:5::2 remote-as 65600
neighbor 2804:414:1004:5::2 description BGP_ISR2900
neighbor 172.31.200.1 remote-as 65600

neighbor 172.31.200.1 description BGP_ISR2900

]
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CONFIGURACAO DE INTERFACES E POOL PPPOE IPv6 - BNG
BGPv6 SR 1001-X
interface Virtual-Template10
Ipv6 unnumbered Loopback10
Ipv6 enable
ipv6 nd managed-config-flag
Ipv6 nd other-config-flag
ipv6 nd router-preference High
ipv6 dhcp server dhcpv6
peer default ipv6 pool v6-pooll

ipv6 dhcp pool dhcpv6

prefix-delegation pool dhcpv6-pooll lifetime 1800 600
dns-server 2001:4860:4860::8888

domain-name cisco.ainet.com.br

ipv6 local pool dhcpv6-pooll 2804:414:1004:4::/64

il
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Lab 3:
NAT64 — IPv6

CGNAT

vifran]n
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Onde Chegamos

IPv4 sobre PPPoOE

CGNAT | IPv4 .
e IPv6 S

IPv4e IPv6 . IPv4 e IPv6
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CONFIGURACAO DE NAT64

interface GigabitEthernet0/0/1
nat64 enable

ipv6 access-list MYLIST

permit ipv6 64:FF9B::/96 any

permit ipv6 2804:414:1004:4::/64 any
permit ipv6 2804:414:1004::/56 any
permit ipv6 2804:414:1004:1::/64 any

nat64 prefix stateful 2804:414:1004::/96
nat64 v4 pool NAT64 172.31.201.2 172.31.201.3
nat64 vev4 list MYLIST pool NAT64 overload

il
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O que falta ser tratado?

No Passado Hoje No Futuro

va q 4
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